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The first pelt of hailstones arrive…



LASCIATE OGNE SPERANZA VOI CH’INTRATE

ABANDON ALL HOPE YE WHO ENTER HERE



If you are going 

through hell

keep going.
~Winston Churchill 



TEAMCOMMITMENT
HUMBLE

CONFIDENCE
RESPECT

Our CORE VALUES became a critical asset is helping 
us navigate a completely new & unknown situation.

CULTURE – of all things – was going to ultimately be a 
key factor in our survival. 

WHERE IS THE            ?



JULY 2 2021 / 1PM-12AM went like this…



Then…
we waited…
IMPATIENTLY…
for 48 HRS…
Saturday (July 3)…
Sunday (July 4)…
… and finally…
we had an RPO.





DATA Exfiltration

BACKUP FAILURE

TOOLSET COMPROMISE

SCALE OF ATTACK

TIMING OF ATTACK

NO IRP

DISREGARD PROCESS

POOR LEADERSHIP

NEGLIGENCE/FAULT

WEAK AGREEMENTS

LACKING INSURANCE

NO LEGAL ADVOCATE

LAWSUITS

NO COMMUNITY HELP 

BAD VENDOR SUPPORT

COMPLIANCE VIOLATION

MONEY STOLEN

REVENUE LOSS

STAFF EXODUS

REPUTATION LOSS

EMOTIONAL STRESS

PHYSICAL IMPACT

PERSONAL RUIN

BUSINESS CLOSURE

admin@myserver:~$ kill -s alldaemons



PLUS 27 other subcontractors!



YEVGYENIY IGORYEVICH POLYANINYAROSLAV VASINSKYI



The DEMAND...

• From Kaseya: $70 million

• From Each Customer: $6 million

• For Each File Type: $45,000





Is there Justice?

The sentencing hearing for defendant(s), Yaroslav Vasinskyi, has been set for September 21, 2023, 11:30 AM 
at US Courthouse, Courtroom 1632, 1100 Commerce St., Dallas, TX 75242-1310 before Judge Karen Scholer. 
You are welcome to attend this proceeding; however, unless you have received a subpoena, your attendance 
is not required by the Court. If you plan on attending, you may want to verify the date and time by using the 
VNS Call Center or website. If you are a victim of the charged offense(s) and wish to speak at sentencing, 
please call our office well in advance of the scheduled hearing date. 

The sentencing previously scheduled for defendant(s) Yaroslav Vasinskyi on June 20, 2023, 11:30 AM at US 
Courthouse, Courtroom 1632, 1100 Commerce St., Dallas, TX 75242-1310 has been cancelled. VNS will 
continue to provide you with updated case scheduling and event information. 



The Body Count…

80 Clients, 200 Sites, 4 Time Zones (PST-EST), 2500 endpoints.

We were 1 of ~60 Kaseya VSA customers attacked.

COOP Swedish Supermarket closes 500 stores for 5 days.

100 North Island Kindergartens in New Zealand.

Maryland towns of North Beach & Leonardtown via their MSP.

Hackers claimed they infected over 1 million systems.



LESSONS

LEARNED



COMMUNICATION IS KEY

Not all communication
is good communication

WATCH YOUR C’s
COUNSELED

CONSIDERATE
CONSISTENT

CLEAR
CONCISE

AUDIENCES
CLIENTS

INTERNAL
VENDORS

INS/LEGAL/LAW
FAMILY/FRIENDS

Don’t Say:
 Breach
Instead say:
 Incident or Attack



ROLES WILL CHANGE

LEFT OF BOOM_____________________
A high functioning company has well 
defined accountabilities for the entire team.

____________________RIGHT OF BOOM
Roles and responsibilities will change 
temporarily.  You need to adapt quickly. 
Your team must be ready and willing to 
do different jobs.



PROCESS & TOOLS

How do you operate without your PSA/CRM, RMM and 
other key systems?  Where is your IRP? 

Even if available, a mass scale recovery effort might require 
different tools, different strategy, and different behaviors.



Is it over 
yet?

Not
quite…



COMMUNITY
THE MISSING ELEMENT IN THE

FIGHT AGAINST CYBER CRIMINALS

msp911.org



ROBERT CIOFFI
PROGRESSIVE COMPUTING INC.
robertc@progressivecomputing.com
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